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? SOLUTIONS

«  E-Suite: E-Visor. E-Inspector, E-Cryptor, E-Vigilant, E-Migrator,
E-Visor Teams App (Available in the Azure Marketplace):
= Information Governance and Compliance solutions
= Enterprise Analytics
= Next Gen Operations, Alerting, Monitoring and Support

CONSULTING = Architecture Design Sessions [ADS]

«  PoCin aBox + Solutions
e Production Pilot

+
*  End-to-end Deployment Imisers 0
 Adoption and Change MANAGED SERVICES
*  Management
*  Workshops and Training »  End-to-end Secure Productivity
*  Cyber Security
T *  Productivity
" 785 e IT automation
Ace, ¢ Continuous optimization
Ounts SYNERGY *  Modern business and IT operations
® ADVISORS framework
AWARDS AND NOMINATIONS Security, Data Governance
e Microsoft MISA (Member 2020) %ﬁn\?g:és
*  Guardians of Productivity (Member 2020) +6.5M End Users
»  Security & Manageability Elite Partners (Member since 2015) '
+  Identity Advisors (Member since 2015) PY
»  Security Workshop — Partner of the Year (Finalist 2021)

ADDITIONAL PRODUCTS AND
TECHNOLOGIES

»  Security Workshop — Partner of the Year (Winner 2020)
e US EPG Partner of the Year [West Coast] (Finalist 2017)
* WW Microsoft Partner Case Study — Cloud Adoption (Winner - 2016)

* WW EMS Partner of the Year (Finalist 2016, Nominated 2015) e Yubico
»  Alliance Partner of the year (Nominated FY 2015 & 2016) * Thales

*  National Solution Partner of the Year (Nominated FY 2015 &2016) e Secude
»  Compete Partner of the Year (Nominated FY 2015 & 2016) *  Entrust

e Cloud Partner of the Year (Nominated FY 2015 & 2016)
»  Specialty Partner Apps and IP (Nominated FY 2015 & 2016)
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E-Visor E-Cryptor E-Inspector E-Vigilant

Enterprise-wide analytics » Document lifecycle o Data at rest content » Advanced security and usage * Assess, discover, and
AT inventory and inspection alerts and notifications analyze past and future

» Adoption and security . 4 P yzep

- * Self-service document meetings
correlated insights « Business and compliance * Workflow based + E-Bot
access request
: : . driven data labeling and . . » Zoom to Teams [Z2
« Configuration best practices « Advanced collaboration 9 * Business and technical 2
protection incident management phased migration

* Licensing usage and activity Application integration

e General alerts

®
-0
&)
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Solutions

SQ o]0

Secure E-mail Secure Collaboration Device Protection Information Protection Threat Protection Platform Protection
and Compliance
e Users e Users (internal / external) * Applications security e Datain use e Users (internal / external) ¢ Monitoring / Services
) . analysis/ Alerts and
Apps Apps O.S. security Data at rest Devices notifications
» Services * Services + Security baseline * Data in transit + |dentities . Security baseline
* Hygiene * Hygiene » Threats + Application integration * Endpoints
* Threats e Threats « Data Leak Mitigation + Data Leak Mitigation + Cloud
+ Data Leak Mitigation « Data Leak Mitigation + Structured and * Monitoring
unstructured data

protection * Infrastructure

+ Security baseline
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XDR - Synergy Advisors for Managed Security Services

SIEM
Extended, Detection and Response strategy that Microsoft Sentinel
provides 24/7/365 Managed SOC Services. Visibility across the entire
organization
d X
f\ 4 A\
D i 000 000
|dentities Endpoints Apps sQL/ Server VMs  Containers

Storage
Customer
o ©00® 0606
*  Response '

E-mail Cloud Apps loT Network Industrial ~ Azure App
. Remediation and docs loT services
Microsoft 365 Defender Microsoft Defender for Cloud
Secure end users Secure multi-cloud environments
XDR

NOTE: All this across Microsoft unified SecOps stack

XDR - Synergy Advisors for Managed Services SOC % www.synergyadvisors.biz
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What do we offer?

Monitor, Hunt, and Respond

24x7x365 incident monitoring across Microsoft Security Solutions

End to end Incident Management & Resolution (It includes resolving

Your cybersecurity and productivity strategic partner

What do we do?

Integration

Synergy Advisors integrates incident data that includes management
and control of devices using Microsoft Security solution like MEM,
MDE, identity (MDI), email (MDO), cloud apps (MDA) among others.

' incidents and alerts)
* In addition, we enhance advanced hunting investigation performed

» Advanced hunting using SIEM solutions and Latest Microsoft with proprietary and SIEM solutions.

Technologies
e Custom detection can customized based on customer’s needs for

» Defender’s built-in response capabilities (Preventive actions, live custom hunting and detection queries leveraging M365 operations

response, block files, suspend user(s), delete email or block emails)
» Perform manual/automatic response actions by leveraging M365D
portals using APIs and Synergy Advisors solutions

Onboarding and posture Management

« Synergy Advisors aids onboarding and adopt of invested Microsoft

— Solutions to strength security posture.

» Set and manage right security configurations based on customer
needs, requirements and best practices of the industry to ensure the
best protection level for customers.

e

XDR - Synergy Advisors for Managed Services SOC
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Synergy's SOC Services > Protect Organization’s Against Cyberattacks

Overview of the Investigating Potential Triaging & Prioritizing Coordination of Incident
Serviges Incidents Detected Incidents Response
I prO\”ded |:| Alerts Optimization |:| Incident Triaged |:| Microsoft Tools and Technologies
|:| SOC Analysis |:| Incident Prioritized |:| Identification and Remediation
|:| Incident Investigations |:| Incident Optimized
Other SOC Maintaining Patching Vulnerable Infrastructure l
roles and Relevance Systems Management
responsibilities |:| Manage Threats |:| Identify, Apply & Testing |:| Onboarding and Adoption
|:| New & Trending Attacks |:| Vulnerability Environments |:| New Security Solutions
|:| Update of Set of Rules |:| System, Hardware & Software |:| Managed and Optimization

XDR - Synergy Advisors for Managed Services SOC % www.synergyadvisors.biz



Presenter Notes
Presentation Notes
The primary duty of our SOC is to help our customers to protect their organization against Cyberattacks, in this slide we can see part of the activity's delivery by our SOC Team:

Investigating Potential Incidents: SOC teams receive a large number of alerts, but not all alerts point to real attacks. SOC analysts are responsible for digging into a potential incident to determine if it is a real attack or a false positive.

Triaging and Prioritizing Detected Incidents: Not all security incidents are created equal, and an organization has limited incident response resources. Once an incident has been identified, it needs to be triaged and prioritized to optimize resource utilization and minimize enterprise risk.

Coordinating an Incident Response: Responding to an incident requires engagement with multiple stakeholders and the use of a variety of different tools. SOC analysts must orchestrate this process to ensure that oversights do not result in a delayed or incomplete remediation.

However, the role of the SOC is not limited to incident response. Other SOC roles and responsibilities include:

Maintaining Relevance: The cyber threat landscape is constantly evolving, and SOC teams need to be able to manage the latest threats to the organization. This includes keeping up with new and trending attacks and ensuring that security systems have an updated set of rules to help detect such attacks.

Patching Vulnerable Systems: Exploitation of vulnerabilities is a common attack vector for cybercriminals. SOC teams are responsible for identifying, applying, and testing patches for vulnerable enterprise systems and software.

Infrastructure Management: As the cyber threat landscape changes and the enterprise network evolves, new security solutions are required. SOC teams are responsible for identifying, deploying, configuring, and managing their security infrastructure.

In addition, we also provided:

Addressing Support Tickets: Many SOC teams are part of the IT department. This means that SOC analysts may be called upon to address support tickets from an organizations’ employees.

Reporting to Management: Security is part of the business, and SOC teams need to report to management like any other department. This requires the ability to effectively communicate security costs and return on investment to a business audience.

�
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Synergy Advisors has developed a comprehensive offering that extends across the Microsoft unified SecOps stack and includes different integration levels in a holistic
combination of consulting services, and implementation of Microsoft security solutions, augmented with the power of E-Visor Teams App.

Enhance and extend

Microsoft solutions, Collect M365 data and .Demo.cranze mformat.lo.n, Monitor, hunt, and respond
- : L . involving end users within Iy .
providing a single pane of correlate it with additional o to help mitigate possible
, , the organization through .
glass to centralize and data sources, such as Active o : attacks and to optimize the
: L visibility into their use and :
manage alerts and Directory, to provide rich . . security posture across the
o . , configuration of M365 .
notifications across different reporting : organization
: services
Microsoft platforms
> ONBOARDING AND ADOPTION OF MICROSOFT SECURITY CAPABILITIES >
AND SOLUTIONS '
|dentities Endpoint Apps and cloud apps E-mail and docs SIEM
Microsoft Defender for Microsoft Defender for Microsoft Defender Microsoft Defender for Microsoft
Identity Endpoint for Cloud Apps Office 365 Sentinel

XDR - Synergy Advisors for Managed Services SOC % www.synergyadvisors.biz



Presenter Notes
Presentation Notes
XDR - Synergy Advisors for Managed Services SOC provides a set of solutions to support 24x7x365 operations, this, to optimized incident management and monitoring.

XDR - Synergy Advisors for Managed Services SOC  is a combination of Services and Microsoft Security solutions that allows to identify possible incidents and misconfigurations to quickly resolved, optimizing times and simplifying operations.

This set of offerings  helps accelerates case resolution and allow owners to resolve incidents and alerts related to Microsoft Security solutions and products, leveraging response capabilities, and enhance by our solutions/services.
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ynergy Advisors for Managed Services SOC

Your cybersecurity and productivity strategic partner

SOC — Capabilities and solutions managed

£93

|dentities
Microsoft Defender for
Identity

Monitor users, entity
behavior, and activities with
learning-based analytics

Protect user identities and
credentials stored in Active
Directory

Identify and investigate
suspicious user activities and
advanced attacks throughout
the kill chain

Provide clear incident
information on a simple
timeline for fast triage

XDR - Synergy Advisors for Managed Services SOC

Endpoint
Microsoft Defender for
Endpoint

Core Defender Vulnerability
Management

Attack surface reduction
Next-generation protection

Endpoint detection and
response

Automated investigation and
remediation

Microsoft Secure Score for
Devices

Microsoft Threat Experts

Apps and cloud apps
Microsoft Defender
for Cloud Apps

Discover and control the use
of shadow IT

Protect your sensitive
information anywhere in the
cloud

Enable secure remote work,
protect against threats

Help secure your
organization with real-time
controls

Manage your cloud app
security posture

Gain insight into your
Microsoft 365 app behaviors

E-mail and docs

Microsoft Defender for Office

365

» Configuration, protection,
and detection capabilities:

« Safe Attachments
« Safe Links

e Safe Attachments for
SharePoint, OneDrive, and
Microsoft Teams

* Anti-phishing protection in
Defender for Office 365

* Real-time detections

W

SIEM

Microsoft
Sentinel

Collect data at cloud scale
across all users, devices,
applications, and
infrastructure

Detect previously uncovered
threats and minimize false
positives using analytics

Investigate threats with Al and
hunt suspicious activities at
scale, tapping into decades of
cybersecurity

Respond to incidents rapidly
with built-in orchestration and
automation
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Presenter Notes
Presentation Notes
XDR - Synergy Advisors for Managed Services SOC primary focus is to protect the organization against cyberattacks. Our SOC teams fulfill several responsibilities to effectively manage security incidents, including:

Investigating Potential Incidents: SOC teams receive a large number of alerts, but not all alerts point to real attacks. SOC analysts are responsible for digging into a potential incident to determine if it is a real attack or a false positive.

Triaging and Prioritizing Detected Incidents: Not all security incidents are created equal, and an organization has limited incident response resources. Once an incident has been identified, it needs to be triaged and prioritized to optimize resource utilization and minimize enterprise risk.

Coordinating an Incident Response: Responding to an incident requires engagement with multiple stakeholders and the use of a variety of different tools. SOC analysts must orchestrate this process to ensure that oversights do not result in a delayed or incomplete remediation.

However, the role of the SOC is not limited to incident response. Other SOC roles and responsibilities include:

Maintaining Relevance: The cyber threat landscape is constantly evolving, and SOC teams need to be able to manage the latest threats to the organization. This includes keeping up with new and trending attacks and ensuring that security systems have an updated set of rules to help detect such attacks.

Patching Vulnerable Systems: Exploitation of vulnerabilities is a common attack vector for cybercriminals. SOC teams are responsible for identifying, applying, and testing patches for vulnerable enterprise systems and software.

Infrastructure Management: As the cyber threat landscape changes and the enterprise network evolves, new security solutions are required. SOC teams are responsible for identifying, deploying, configuring, and managing their security infrastructure.

Addressing Support Tickets: Many SOC teams are part of the IT department. This means that SOC analysts may be called upon to address support tickets from an organizations’ employees.

Reporting to Management: Security is part of the business, and SOC teams need to report to management like any other department. This requires the ability to effectively communicate security costs and return on investment to a business audience.

Obviously, SOC teams have a wide range of roles and responsibilities. And If these teams are understaffed or lack sufficient resources, some of these responsibilities may fall by the wayside.

Defender for Endpoint uses the following combination of technology built into Windows 10 and Microsoft's robust cloud service:
Endpoint behavioral sensors: Embedded in Windows 10, these sensors collect and process behavioral signals from the operating system and send this sensor data to your private, isolated, cloud instance of Microsoft Defender for Endpoint.
Cloud security analytics: Leveraging big-data, device learning, and unique Microsoft optics across the Windows ecosystem, enterprise cloud products (such as Office 365), and online assets, behavioral signals are translated into insights, detections, and recommended responses to advanced threats.
Threat intelligence: Generated by Microsoft hunters, security teams, and augmented by threat intelligence provided by partners, threat intelligence enables Defender for Endpoint to identify attacker tools, techniques, and procedures, and generate alerts when they are observed in collected sensor data.

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft-defender-endpoint?view=o365-worldwide

_________________________________________________________________________________________________________________________________________________________

Microsoft Defender for Identity (formerly Azure Advanced Threat Protection, also known as Azure ATP) is a cloud-based security solution that leverages your on-premises Active Directory signals to identify, detect, and investigate advanced threats, compromised identities, and malicious insider actions directed at your organization.

https://learn.microsoft.com/en-us/defender-for-identity/what-is

_________________________________________________________________________________________________________________________________________________________


MDA > Identify and combat cyberthreats across your cloud services with Defender for Cloud Apps, a cloud access security broker (CASB) solution that provides multifunction visibility, control over data travel, and sophisticated analytics.

https://www.microsoft.com/en-us/security/business/siem-and-xdr/microsoft-defender-cloud-apps

_____________________________________________________________________________________________________________________________
MDO
Microsoft Defender for Office 365 safeguards your organization against malicious threats posed by email messages, links (URLs), and collaboration tools. Defender for Office 365 includes:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/defender-for-office-365?view=o365-worldwide

_____________________________________________________________________________________________________________________________
Azure Sneitnel


Detect unknown threats and anomalous behavior of compromised users and insider threats. Get a new level of insight with user and entity profiling that leverages peer analysis, machine learning, and Microsoft security expertise. Gain more contextual and behavioral information for threat hunting, investigation, and response using the built-in entity behavioral analytics.


https://azure.microsoft.com/en-us/products/microsoft-sentinel/#features
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. . S t P .
Centralized place aimed to empower end users to ecunty roductivity

manage Microsoft solutions, leveraging data from

Microsoft 365, Azure Active Directory, MDE, MD], %

' MDA, MDQO, and optimizing Sentinel - all inside I dentity Governance Threat Protection

Microsoft Teams.

v 3wt oy 7ot et T s

Foous

* Ingest Microsoft Defender, MEM, and identity information and health, including device (MDE),
identity (MDI), e-mail (MDO), cloud apps (MDCA), and cloud infra. "

+ Alert information via bots or APl integration

» Advanced hunting investigation performed in a single pane of glass, utilizing Microsoft Graph APIs

+ Custom detection creation: customized depending on customer needs and scenarios; It can

include advanced hunting custom detection queries and custom indicators added to the system i E-Vl S@r Lepagns -+ *

through M365D portals or APIs

End User — Manager — IT Experience

+ Perform manual/automatic response actions
 Training/readiness, setup, onboarding, adoption and ongoing monitoring, response, and

management service
\l/ Additional info: Link

& -3 ~
- U 3
g;l Offering overview: Link

XDR Services & Solutions Security Modern Work
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Presenter Notes
Presentation Notes
The E-Visor Teams App collects information and actions and presents them back to the end user, giving him or her a complete picture of their identity, device, information, productivity, and more.  E-Visor Teams App presents a central location, built into teams, to perform a wide variety of actions across different M365 services, such as updating a password, reviewing the compliance state of a device, reviewing user logins, scheduling meetings, analyzing M365 licensing/subscriptions available, and much more.


http://www.synergyadvisors.biz/
https://synergyadvisors.biz/e-visor-teams-app/
https://synergyadvisors.biz/wp-content/uploads/2022/09/XDR-E-Visor-Teams-App-for-Managed-SOC-Services-Overview-Synergy-Advisors.pdf
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Your cybersecurity and productivity strategic partner

How does 'XDR + E-Visor Teams App" work?

Workloads analysis by
E-Visor Teams App

Hardware

Identity \
\

ﬂ | Devices
Virus

5 v

1f !
\

Security

Phishing /

o

Others
S

XDR + E-Visor Teams App for Managed SOC Services

Custom actions

Actien

Alerts and App views by
notifications E-Visor Teams App
*
B e 2 = = v
S S s - \ |
. E-Bot B/3 241 FM s
e.o Anayou have 891 gerts In the E-Visor App: i
S Vgt [

262 Security = s, AT O i

29 Irformation protection

F— iy
i N - -
= i@

¥ Quick scan antivirus

& Full scan antivirus
‘ @ Isolate machine full

@ Isolate machine selective

() Release from isolation

® Restrict app execution
& Remove app restriction

% www.synergyadvisors.biz
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Presenter Notes
Presentation Notes
XDR - E-Visor Teams App for Managed SOC Services Ingest M365 & Microsoft Security stack components that includes device (MDE), identity (MDI), email (MDO), cloud apps (MDA), and cloud infra via API integration to monitor, hunt and investigate company assents.

All these capacities and features can be customized depending on the customer needs,  this can include advanced hunting custom detection queries and/company’s indicators added to the system done by leveraging Microsoft Graph APIs.

http://www.synergyadvisors.biz/
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£, Search _

,\'E,_. @ E-Visor Demo Myprofils  Zbot o @
-0 — f - -
= =] My Microssl 355 = Procusiivity Identily ard dovees () Griine mozingzen | @ Sscuriy @) Infotmation prolecion es E-vigilant € WManagerient cpimization e Troubleshecting Em =

82 Frrar 04013035 11 TAPODETS
{5 = —=
Rl [ 05 My ety and devives § 3 Avess reviews L 3 Mumber of faied sign-iis

i) B My leam's securily data

&
ik V¥ s Ana's security data
S Name LIEN Hola Deparment Actions
& e ] @Aﬂn ana@modemnorkdema com \ice President Exarutive Management SEE=
2o
B e b
~ @ Threat Summary
Enslpsint = Identity sn-premises = Misraseft defenser for sloud apps = Office 365 = '
= _
o ‘
3
..'"':_'-' “* Summary by catzgorics
7
el © 2022 - Sirey Advisos LG, Vession 24,105
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Presenter Notes
Presentation Notes
From the E-Visor Teams app, we centralize all the events collected by the defender platforms, showing everything in the same dashboard, this way we can see all the details of the events, such as users and impacted machines and others.
We simplify the experience with 3 views, end user, manager and IT admin, allowing to take customized actions if necessary, such as isolating devices, running a scan etc, thus being a sophisticated option for self-management processes

http://www.synergyadvisors.biz/

Your cybersecurity and productivity strategic partner
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Presenter Notes
Presentation Notes
From the E-Visor Teams app, we centralize all the events collected by the defender platforms, showing everything in the same dashboard, this way we can see all the details of the events, such as users and impacted machines and others.
We simplify the experience with 3 views, end user, manager and IT admin, allowing to take customized actions if necessary, such as isolating devices, running a scan etc, thus being a sophisticated option for self-management processes
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Microsoft Teams
ey @ E-Visor Demo My profile  About C @
@ a My Microsofi 365 em Productivity |dentity and devices == L Security @ Management optimization e I'froubleshooting [ Busincss: S
Chat
8 From 08/19/2022 10 09/19/2022 ¥
Eﬁj My known incidents
Teams
Id Name Severity . diated | First activity Last activity
_ Impacted devices
Calendar [ 5 | | N =earcn - Pe - v | |
+ | @ | 645 Multipla ] Sep 132022, Sep 13 2022,
% throat [ |  Devicename Riskscore Health status Defender status Onboarding status  First seen Platform Build = Version Action 14:00:98 15:00:62
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detecled on - “ ~ v
D one endpoint
Hiles + [ mwcios3 Medis Aclve Updaled Onboargad 2022-19- Windows10 | 13041 = Otner o
=L 06T1457:58.727 Select scan.. -
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)] command & Full scan antivirus
E-Visar De., Aaeoias @® Isolate machine full
prevented
e @ Isolate machine selectiv
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E-Visor Vil one endpoint ) Release from Isolation
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Presenter Notes
Presentation Notes
From the E-Visor Teams app, we centralize all the events collected by the defender platforms, showing everything in the same dashboard, this way we can see all the details of the events, such as users and impacted machines and others.
We simplify the experience with 3 views, end user, manager and IT admin, allowing to take customized actions if necessary, such as isolating devices, running a scan etc, thus being a sophisticated option for self-management processes
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' Follow us...
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Synergy Advisors Synergy Advisors  Synergy Advisors LLC @SynergySEC @Synergyadvisors
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https://www.youtube.com/user/SynergyAdvisors/videos
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https://www.instagram.com/SynergyAdvisors/

	Slide Number 1
	Synergy Advisors
	Slide Number 3
	Slide Number 4
	Slide Number 5
	XDR - Synergy Advisors for Managed Services SOC
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18

