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Improve the adoption of Information Protection 
with a day-to-day optimized lifecycle process
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Business or information driven 
access to content

Simpli�ed internal and external 
collaboration

Self-service, work�ow-based 
approval
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Secured and
user-focused
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Manage documents  
permissions in a fast 

and usable way
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Detailed activity
log
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Manual exceptions / 
policies proliferation

Internal limited projects

Auditing, 
reporting, 

accountability
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Data classi�cation modi�cations
Policy optimization
Custom permissions
Service optimization
    Self-service
               Information driven
               Business driven
    Business de�ned
 
      Custom permissions
    
    Optimized collaboration
  
    Work�ow approvals
    Analytics
    Auditing

Data classi�cation taxonomy

Policy-driven usage

Automation (user /O365)

Protection (encryption)
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REQUEST ACCESS
User with limited / no access

submit a request (web / Teams App)

BUSINESS INSPECTION
Information Driven Policy

Label / template , content rights, 
expiration, refresh, others.

Business Driven Policy
Manager, peer, region, group, 

others.

Custom Policy
Custom rights, expiration, settings, 

decrypt, take ownership

DOCUMENT DISTRIBUTION
E-mail, chatbot, SPO, OD4B,

Azure

DOCUMENT APPROVAL
Owner, manager, region,
data type, owner, others 

CONTENT INSPECTION
Decrypt, Inspect, Validate, 

Current policy

GRANTED ACCESS
Policy-based access approved

Monitoring &
 Analytics 
for Admin

Advanced Alerts and
Noti�cations

Monitoring &
 Analytics 
for Admin
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File owner unknown

Needs to edit document and does not have permissions

Peer is on vacation; needs to access on his �les

Share documents with an  external user assigning only the necessary permissions

Manager needs to have access to documents of one of his employees  

?

Victoria Monica

1. Victoria creates document, Classi�es/Protects and shares via e-mail to user 2

Classi�cation:

Label Con�dential Sales

Protection:

View               Print               Edit

Can access the document

User 2 Label’s
Con�dential Sales

Monica Ana

2. Monica shares same document via e-mail to User 3

User 3 Permissions

View                Print               Edit

No permissions

User 3 needs, ASAP, to
provide information

contained in the 
document to close a sell

Ana

3. Ana doesn’t know who the document owner is, and User 2 is out the o�ce

User 3 uploads the �les to E-Cryptor, requests read and write permissions

Precon�gured

Policy grants access to
executive group

User 3 is a member
ACCESS GRANTED

With E-Cryptor the information is tracked 
and logged. E-Visor provides all granular 
and detailed reports.

Ready to take your information security and
productivity strategies to the next level?


